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P iy
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DLMS APDU
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HANZEE 7T
(EBELH)
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(DA=0x01; SA=0x13)
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HAN Transport Protocol
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13. 44 HETH

AR AE G e £ 2 (Companion standard) » 7 45 fe S T R T o

s Fqu“*

CNS 15593-46 DAV R A PR PRI TR S 4690 @
HDLC # %2 7 %—'ié&%»%

IEC 62056-53 TAFE-HA PR P TAL -5 B398
A %

DLMS UA 1000-1 Ed. 9.0, 2009 Blue book 9th, COSEM Identification System and Interface
Classes

DLMS UA 1000-2 Ed. 7.0, 2009 Green book 7th, DLMS/COSEM Architecture and Protocols

L4375 2 55
141 %% 292k

3P &
ACSE APDU An APDU used by the Association Control Service Element (ACSE)
a cooperative relationship between two application entities, formed by their
Application association | exchange of application protocol control information through their use of
presentation services
set of application service elements, related options and any other information
Application context necessary for the interworking of application entities in an application
association
the system-independent application activities that are made available as
application services to the application agent, e.g., a set of application service
elements that together perform all or part of the communication aspects of an
application process
an application process running in the data collection system [DLMS UA 1002
3.1.27]
relationship between two computer programs in which one program, the
client, makes a service request from another program, the server, which fulfils

Application entity

Client

Client/Server

7
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the request

Companion Specification for Energy Metering ; refers to the COSEM object

COSEM model
COSEM APDU Comprises ACSE APDUs and xXDLMS APDUs
COSEM data COSEM obiject attribute values, method invocation and return parameters

COSEM Interface
Class

An entity with specific set of attributes and methods modelling a certain
function on its own or in relation with other interface classes

COSEM object

An instance of a COSEM Interface Class [DLMS UA 1002 3.1.35]

DLMS/COSEM

Refers to the application layer providing XDLMS services to access COSEM
attributes. Also refers to the DLMS/COSEM Application layer and the
COSEM data model together.

Logical device

an abstract entity within a physical device, representing a subset of the
functionality modelled with COSEM objects [DLMS UA 1002 3.1.66]

Physical device

a physical metering equipment, the highest level element used in the COSEM
interface model of metering equipment [DLMS UA 1002 3.1.88]

Pull operation

a style of communication where the request for a given transaction is initiated
by the client

an application process running in the metering equipment [DLMS UA 1002

Server 3.1.119]

142 %8
AMI Advanced Metering Infrastructure
APDU Application Protocol Data Unit
COSEM COmpanion Specification for Energy Metering
DLC Distribution Line Carrier
DLMS Device Language Message specification
FAN Field Area Network
HAN Home Area Network
HDLC High Data Link Control
HEMS Home Energy Management System
IHD In-Home Display
MDMS Meter Data Management System
PLC Power Line Carrier




2. Requirements

2.1. Key Functions
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2.2.General Functions
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AMIGE 20 J 5ud #rg Repe b8 FAEp R 2RH N > BH I
KRS T RT AT ERpapddp - Y BZ
Bl BgET o LABRTREART O FANE E X faw p il
o P2 HES A G ¥ BT AGKE  VRF RPN
Hop# e e dp B8] 80w o

COMO04

AMI 3 3 i s 2f 2 35 PR3 B £ (Quality of Service » QoS) 4741
4]0 A5t e client 23R E AR 7 b R EIR IR Y R e R
X g AoE A > bl4e: Management client s34 B AL @i o
Verification client =< 2 » £ & 5 HAN client - QoS i L 4 "% /& Jf
R L &

COMO06

R AP HES 7 F pFds 50 il L 02

2.4.Security

TG AL MR AMIE Rk seeng 2 AP 2 F KR

ID Requirement Response Detail
AMI i 3 s Su s & i BE# end-to-end chF 4 i@ 31%]5; 83
FAN 22 WAN i 2 epe 2. T 2 2 B okl kit
SECO1 | 3 Gateway #¢ Concentrator ¢ Base Station % %X ¥ pF » 34

BB RIS L T 2 I R R(F R

ok
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.

A4 (Data Confidentiality): ¥ & T4 & A FAg cfin ™
LB

AR A (Datalntegrlty) FE AT Pl enF AL fode 87 M 0 en
RE R > R(B]4e F’\ S ﬁJZ‘,}ti,I\ FE~H gﬁ\fi\wljxf )
& E4)

SECO02

AMI i 2 % Suf B & 4 FAN i 2 e ~ gateway ~
concentrator ~ base station % f ¥ e (Authentication) ¢ 32 x4
[P ;‘tﬁ#&-% FAN £« WAN if B R“ﬁ" E"’“/Pi‘aﬁvﬂpﬁ’ p%"'@‘
BIRRP TR 2 R vt’f" U7 RABFEE) -

SECO03

AMI i 2 % 2o £ % DLMS Management Client 2 Verification
Client st it » H# 5 B FAL 55 22 THEBHT 2F 14+
AP EBEAMI T R AR RS- 2 - T RE R
PL G fE® | ~bh—- 2.2 T8 E A2 et s
2.z BVtgk- 2w P6 ﬁm(m%?‘ﬂ":'fﬂ’ i MDMS ~ % 4% ¢
FAKMS~ FAE I S MAM) ) 2 - 2.7 P2 g 4%

Iﬁ'—"

“W

SECO04

AMI L3 Sl B 4120 FAN S uiitle ~ Fpbfc B @95 B (dr
DCU) ~ 348 5 HES & $u4p B e B3k & (b4 - Gateway) % £ &
2_ 7@ (Authentication) ¢ 32 ¢ 5 ¥ HES k SLE & & 12 VPN -
;\@ﬁ/#&’]/(ﬁl?i@ﬁ%ﬁsb o ¥ AU K2 W en®E 2RI R
7 AES-128 % s v o e B4l & # & NIST SP 800-
131A(Acceptable % &) o

SECO05 |[HES ‘g & # User password management = i o
SECO06 |HES ‘g & % Event thresholds and alerts = ic -

SECO7

HES ‘g £ # Auditing - system user monitoring and audit reports

sbf’
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2.5.Performance

s

PR dp R g S TR RSB EAMIE R J s nH - T AAEES N BERETA L P2

F o5 AP BB AMI G 2k Sty R o

>
7~

AR T A K B o

ID Requirement Response Detail
& p 3k & M & £ (Load Profile)
PEROl|® HES# 4 | pw@- =t 30 ~4ap & v & 95%~100%F # F

7}-'_ °

PERO2

% p mid-night 3 % {4+ & 4 (Mid-night register ~ Event data)
® CiFT R 128Li 4 R > &w i@ 9500~100%F & F AL o

PERO3

Lowlong i A (REEH® & On-Demand) : "gEF 27 & F 2

® 4 24 | pEiEHP > HEiEH £ On-Demand #cp | 3 ELEE
9% 0 M T 30 A4 F 0% F R B E 5 60 A 4h
RF 99%F ALY B

PERO4

BT P 4

® AMIT % ~FAN:i:#-% -DCU % # 23 g » HES 5>+ 5 4
BPRREALAL B T RERLE DS rHEP Y BT
el B W MER G RPN A L P R IEF P RDE
RS da P ST T o d 0 P v EAT 5 A 4B @i 3 HES(R
d HES s %t@ 4) -
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BT AK
PERO5|® % 24 - JB?;%:EP N REET AR THP PNRELA LN B
Bk TR 30 A4ap = 90% ;1) PR = A 99% o
BT AR LR 2
PEROG|® #P-7 4% T 48Z 2> B304 48p0 2= 90% ;1 | FF
ro% s 99% o
BT & F 25K i (events)
PEROY. 24 PEFEHN > A2 T EAFEEED )R ELEN2
MEERLAAS > B304 4R) 2= 90%wsR 5 1] FFp
% % 99%w 3F o

26. 5t W E =

B MR AMI TGk Sz ey B E AR 7 ORAREE o

Kfff [

T 4
ID Requirement Response Detail
AMI i 2 % ,?fu)@ % FAN i 2% Gateway Concentrator
SWMO1|Base Statlon FUNEE 2 BT ES B —-F% fi @ (User
Interface) » Fu 7 3sim i PV s 24 ok #8 F R4S
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SWMO2/(%8 % & £ image = B35 - F 4 23R B cn AT o B spetimil

A Fremd MR A T ATendcer 48 image w0 & R %ﬁﬁﬁr

FETLlEr 88 KR image = B R84 o

SWMO03

M s R BF W ENERRADRE @% BB F AT AMI 3k
Fop AR B R 2 g 18k Ki(4e FAN i e ~ Gateway £
Concentrator 2« Base Station ~ HES -~ $ BER Ay R
,J. nE )L ey o

27 RBERFER

TG AT MR AMIGE G k2 PR E KK BIRARPM T R o

ID

Requirement

Response Detail

NMS01

AMI i 2 % ,u,p#ug*wgrgzﬂw%ysﬁxrgmuba.é?ﬂgﬁm(User
Interface) » HES & £ 7 2 42 B a2 Qe fe 2 3 & ¢ L2 2 (4o
SNMP %)% 6 » B 33 HES 22 583 3% %?I‘*’mf TR -

NMS02

AMI i 2 % %L E % Fault Management =5 ip 7 i¢ # ﬁ i o (User
Interface) » & 2 MRz £ H ~ ~ i ® il kR aukw ~ i R
('—I I El éh JI’*’%FIF-?-*\!:') %{_@ﬁ ¥4 1;‘; ’ lifrr’ w0 fﬁ?-—m,:‘ KU o f:}i }A{r\?
Fwalp H g2 % o

NMS03|

FAN id sufice p L 32 LastGasp en# it » § 4 % 2 B G H

~ & i‘iﬁa%f 5 EL% FAN i 2 fi-%) » FAN & 20 & 5 S dF K 49 eh
1‘ ’;\'14 L@ LaStGaSp;IL:B\;i HES ’ T 1§4—r’r \Lfﬁ?-—m},: jbo FF}A{J’\?
‘.g’]\;ﬁ_‘ﬂg 1:" ﬁq;(i.“% it o

NMS04

AM' W2k 5L 2 % Configuration Management 4 i 27 i¢ # iﬂz f &
(User Interface) » ¢ 732 8 A2 AR @R L EH A o R

FiteEp d ﬁ’*/i—“s 3% °
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AMI i 2 % %L E % Performance Management =4 i; £2 i¢ # —"Ff i
NMSO05|(User Interface) > ¢ 7z FAN ¥2 WAN :id 21 4§, performance monitoring
HE QoS FIEEF i o R F R p iRl ko

AMIE s 5 A flsae B A 2 P S B A S e (T E > {ET A ~
B2 % i K B 20 Device Management 7% ic &2 i —‘F'{ fi & (User
Interface) - & 2: T ARTH ~ BrEL LATR D KR REEL - p B2
% % %%~ FAN i 2 fic’e ID(4-: MAC address) 2 gateway ~
concentrator ~ base station % 2 ¥ chR Bifd 2 2 2 R pEE > T2
BRI o B Ftemp 2l % o

NMS06

2.8. Additional Services

TRHALPZERGREAMIE @ EE T SR Ko

ID Requirement

Response Detail

SEROL[ 21 4 SL R /7 i #& 3% KA 2 @ AMI #7% e 3 o5 B PR 75:(5 ) 6 &)

SERO02|#Head-End management services;

SERO3[#Communications network operations and management services;

SERO04#Systems for the asset management of meters;

SERO06#Back office integration services.

SERO7[#FAN :if 21 i & ¥ Telecommunication & # % %

SERO8[#5Es & 2 P& 7% 4 3 i IR K &

I~

w
SEROQ[#fe & & = 7 3 F A 314 4
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29.4 % B

T A AP MR AMIE R RS2 A G s AR B F R

ID Requirement Response Detail
1&MOL FAN# sfice 2 &3 LA EAGSRES LED o > 22§
FrAr R A et A F R VP REEFER
I&MO2|FAN i Uit 2§ % 4 Bk i e p -
1&MO3 AMI :i;% 4« ¥u¥ Repeater -~ Gateway ~ Concentrator #2 Base Station
FERFF MRS RGP BRP SRR
AMI i 2 % Sog B3 d e k> Ak v & H ¥ Smart Grid
1&M04 it 2 & 4ol outage management system, distribution automation

system, Electric vehicle, distributed energy resources % > fi 7 &3
B 5 3fgid= v 7o
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3. Communication Solution General Information
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Appendix A #E 3 1 * 213 &4

’TT i* —

T

A3 i Vi AR S
Low-power local area | 2.4 & 2.4835 GHz (fj 4L 2.4G) e R e
network 5.725 % 5.875 GHz (i i 5.8G) (31— )

839 % 847 MHz AW A P T PR AR

920 & 925 MHz (31— )

1 7 b AR mﬁﬁ:}i,{h‘tﬁ,%_ i 74

4 R A

Long Range Radio

2.4 1 2.4835 GHz (fi 7 2.4G)
5.725 % 5.875 GHz (fi 4 5.8G) (:£.-)

I S T B R

839 1 847MHz

TEF LT P PITRE AR

920 & 925 MHz(:x- )

M IR T R

IR

178 3 3 R

FFL L RHh L f € B2 a8y p Ay

Z_ {785 3 2 e B (3G/4G)

PLC/DLC (Broadband)

2-100MHz

IEEE 1901/ITU-T G.hn

PLC/DLC (Narrow
band)

154.6875 to 487.5KHz

IEEE 1901.2/ITU-T G.hnem

:x - : Low power local area networks with a less than 1000-m range. This category includes IEEE
802.15.4, IEEE P802.1ah, Bluetooth/LE, etc., which are applicable directly in short-range personal area
networks, in body area networks or, if organized in a mesh topology, also in larger areas.

=T -

P

LPWAN 7 2 o
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Appendix B.FAN 3if & #i-3.2_ Security Gateway

#»in gk

1. & FB A7

[E2S: P SURSEEE A S R A L -

® Local attacker : I’J:?—“Ff? MERITH PR ks BB FEHANE A G o L BEE ?:w&:@@?]
TR~ B B PR ETIR AR ST o gt aE AT F R ¢ - WAN attacker k1] 0 2 F & 3RITH
o mBY R 3 0 s H 8 € M2 WAN attacker o

® WAN attacker : 3# Bl &3k meter data =% &1/ % 1+ - 453k FAN i 20 ¢ <0 Security gateway #
fo S AL A AL F o

> FANER |« WAN TR EAR SR
P1 I
HeEsr |«
HANiEEﬂ WAN
X Attacker

Local
Attacker BFinZH%

Security Gateway 5% it 4o s #7it o

1.1. firewall
B pgn FEPEHEAfCHAN 935 & £ 9 122k k p WAN e
B g firewall # 5
B
® T LFHANEFE Aol o EdHAN e D @2 8 = o
€ 7 i3F HAN &2 WAN &id 20 0 4% @1 353 HAN 3¢ 7 & @ 5] WAN » - k3 WAN 3¢
¢ » 7 i @3 HAN -
® R LERRFRN DI 2T F -
1.2. HDLC Frame ;= & "2+
B P R E A il TR
B uE: 3% HDLC Frame ;i & *240# i » ¢ 35 WAN/FANto & ¥ ~ 2 HANto & ¥
e
B £
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® T FEHE A LFk § % B HDLC frame (default 3 = ) 10 frames) o
& 42§ HDLCFrame 3 % 4 -

1.3. Log
WP AT
W BUE $E3P Log

LI
¢ czéfirewall &2 HDLC Frame it € " s 324 4% 1 Log > 4 B Firewall ~ X €5

#y n3F i 5 7 HDLC frame B #ic ¥ o
& 77 54 WAN Client 7 12 35 B¢ Log e
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Appendix C. & 2 B A2 B4 < 7

11 & 42 A S 44c® 1-1 77 > ¢ 3 FAN & HAN i Uit (4 2 ¢ b 0444 FAN
e HAN i e i 2 ) s A ul i A2 P & Fge® #2352 i E /T o d 3% FAN
% HAN ﬁﬂﬁ:ﬁﬁ’_%ﬂ"@i#ﬁf Adst P a3 228 e IR e 40
2R R L A S e 12 B 1-3- W 14 B 15~ ) 1-
647 o B 164 A EHF I > T L EHIFY 6.1mm(T 44+1.7) > @ FAN i
B+ o2 5.8mmo %EFF fI FAN e+t mifL B 52 A Mg 2 DL 33

P

.
FAN HAN

HAN

Fl11 e i LW

0 an i
K pff“%“-’;‘?%%ﬁ-@ = .
PHARRR e oo - BLLR 3 A
- o2 To i WAL A @
=~ RB35 24202 wia = &#" ALY maRtkREg
I i - | .
b i | T A
| 28l
| b +m-‘-'."
o
| =
I
T
al |
ol |
E |
al | ™.
| #HHEAL
v ]

(B B AT ©123.6 ;5 )

Bl 1-2 dafiedsdps $r LW (¢ E=rmm)

26



'ﬁ [E-

1.0+0.3 | 130X
9.0+£0.3 8.0+0.3
22.0 !
M1 | - H
‘ ! N 2
I'-‘ ; |

e AR A agPANFLHANZ 452 Connector

B 1-3 i@z Connector eni= % 5+ (% < H =: mm)

he”
| =5

3 A3 3R
| (58 2% s % %)
e 3.4%0.2
3 ( 3.4+0.2
mammle [
FAN ~ HAN >
AZAAL 48
_—_IBNE . mE
310401 33.040.1 i
frd: & &8 2FANSLHANA 46 2 Connector L ?%_,,05 ﬁ_:"g?
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’ﬁ [E-

[V 0 H5E 2 24
Hibe |

B 15 T Az fre i Er (R~ mm)

~N NS
g g°
¥ &
g e T
EEy” — T T Max7.2
o |
Max7.8
I 1 ‘
| \
| ﬁ 1
] il Nyl
r ‘ (] |
IV
\ i |

Bl 16 T4 g2 i 2 P4 A (RALE) (¢ < H = mm)

1. FAN i stficie = ~t 4557
B 1-7 f%r FANziFILfs_‘BfQf}xfw»%’_\é\i;ﬁﬁ_ﬁ_;ﬁxm,@é "H,
ﬁ“#* BARE B KB TR OHRLEE R AR Ak B
H.,?\ E3 :I"{. {go
(1) FAN i 2 fitie LED % :
LED BRAE > 516 f§ =R 4oBr L BI(&2 H A E 2484k - 5) 0 &7
Foap i ke Edok 1o

Wi

a4
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% 1-1 FAN i 3 $ice LED F5 5k s 3p 4

7 p B¢ G A
FANG e |, [ e®dhd R 2pemTme -
% = ﬁ%?ﬁiﬁ?%ﬁ“ﬁ°
Sd AR ETA A FTHLEOERE
FAN 3 21 # 4 3d /HESQ%U::UI e
:ILFJAN#\ % d N LP:E%@%J
e JHES i 3uf - » 23 -
SRR T AT A B 8 B /HES
R =
2R ER -

(2) FAN i 020 42 4
R Wi A 51245 0 0 2B E 8T 0 2 10mBF Q85 W & (s
W) TR R RE) S AR A s "W E 2 R
B AP FEHEALPRT  c BRAPHECE B 170 37 3
A< EFAIFEED R TR B F MR e o

T

‘\

(A) Bk ansAEe
¢ Hitsm s 8516.33 > BRI ERTARED )
1 (B) (C) l \ FAN
39.06 , | 5 +0.5 |
30,040, . 58+072
23,5 L
. ) e . 19
LEDE B8 t | —
foo T
LEDi# 3R mtok [ oa
S — (;:I-',
o H : (D)
) %) -
(41}
158
llﬁfjll Ag;igi?m 27.3 & \mar'vzl‘
: A

Bl 1-7 FAN:: ez b <7 2B (2 - E =:mm)

2. HAN i =u % = <1 &1
Bl 1-8 7 & HAN i 3sfitle 2 & ~ 2% iﬂi‘ﬁ—ii‘ﬁ*ﬂt’@" "H,
E»“ii#ﬁ’f#é‘{ Lr"s B G 8mmo BB TR IR EK O RF A B

8mm A BT AR E2ZRENEE -

3
b
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Hif % —

FAn RS A A A &
BRI AHRIER T AL @

’L
)

5.810.2

/ A=\ /’{\\ ‘ /
& A N = ,
/ V% } : 1 //
/ v \ | of
/ HAN 4 /& /
/ = // pr ‘ /
< 4 ¢ 4
\ \
\ \ / ‘ /
—\ _
\ \ ol T ///
\\_— 3 R /I - / |
Wil 1° / -~

Bt 4
B 1-8 HAN @ ez hps 7 LB (2 1 H =:mm)

3. FAN &2 HAN i e 4 &7 & B
B 1-9 7 FAN £ HAN 7 #2_ & %83 3% % Connector £ v 4p ¥4 27 L B -

3.4%0.2
H;‘ FAN# 4 b
HAN# 4 \;I ; iV
WA [z / (&34)
Pin-1V
(RF) |

o &I R
L f E] & A
. |

FANgZHAN 8 & %] 2%,
Bl 1-9 FAN ez *hpc <7 2 B (¢~ H = mm)
2.1 AMI & % &2 2 4 & (PIN assignment)4& o %ri= 2 ¢ 5 412 A @f‘%fi&
1. FAN i e 22 2= € 8 < (Pin-1 ~ Pin-11)

FAN i stficie 23 8 22 A6 2 & 4 F 1-10 #77 » £ ¢ Pin-l 5 24 RBH 4 5

#v > Pin-ll 3 UART ¢ ajfmg]r,a,;gr_« :

(1) FAN i 2 e 2 3 4 i 2o Pin-l @ Pin-l v %= 2 5 5 4o@) 1-10 2 £ 1-2 7
7 0 4 ¥ B RE(pitch)2.54mm ~ %ri= 2x4 ~ 8Pins 2 AR E - T A AR VR B
SEARLFE(® EF) ¢ 0.100" (2.54 mm): 2x4-Pin ; @ FAN i Uit b 4% % 49 42 4250 4R
B (D) B4 2L B 111 #55% o B¢ Pin-ldav 2 %riz 12 %rEi 2 5] L1 2
TR R T~ 8 HrEB iR T L2 2 R R o
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&R MER

HAN#: @

FAN# &

Tk

FAN :
\ E HAN
EEWLERLLLL Tt
- pinl in-l pin-l (e =
: E 1 - Pin-|

“Pind Pindll in

7 % R:Pin-|

B 1-10 PL(Pin-)%ri=z & v 77 LM

% 12 PL(Pin-l)%r =z pr

Pin #
(%r = %)

e i 7 5

v

P

1 L1 L g A (L1~ Adp)for PLC i3

2 L1 Lm @ R (L1~ Adp)for PLC i 2

3 NA(% #) TERFE@HS)

4 NA(z #) B (%)

5 NA(z #) TR %)

6 NA(% #) TR %)

7 L2 LinTRA (L2 B4p [ N4p] ) for PLC i 3t
8 L2 2R ks (L2~B4p [& N4p))for PLC i 2t

L H=A S BAp~Z4p& 5 Nip o
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’ﬁ [E-

15.04
H X X X -
IS (V= (RS (R B g |
L1l [ U
74
3.70
| = 6

8.50

8.80
2.10

j
==
! —

1
% [
- —
|
1
N
4

(b) FAN i 2ficie ¢ 32 % J2e: 2 5 (Pin-1) (¢ < ¥ 1 mm)
oAz R LT )

Bl 1-11 Pin-l:ig &4 o 2 HHLE% N 5 (2x4:8Pins ;
(2) FAN #2223 4 b id 2045 o Pin-ll:Pin-ll & v %ri= 2 # 5 4o @) 1-12 2 4 1-3 9957 >
* [ EE(pitch)2.54mm ~ %ri= 2x5~10Pins 2. A A8 B B> W 2 AR VY BER
$.(* £7) 1 0.100" (2.54 mm) 2x5-Pin ; & FAN F 3 * jp ¥ 2 4250 24 (D 5F) 0 425

< %4 B 1-13 7 o
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’ﬁ [E-

V%
B K HAEL ®
5N [a)] — s >
Z X = T
HANA: 22 | SN
PN | Y= — '%%%(&)?m
1 KRN 1 B B ; . D#_iﬁlai
Pin-l / pin-ll ¢ pin-1 6 nieiid
‘ y‘ \—I&EEO_E
%%-Eﬁ [ “ ’: 1 o
Pin-1 - Pin-Il; Pin-lll . Pin-l.~
2 % & Pin-ll

3 (5 )i LW

B 1-12 PL(Pin-1)%ri=2 f v 7 &

% 1-3  PL(Pin-11)%r =z o

1 GND T EHE2 BV~ 1.5A 2 7 k2 & %ri=(GND) ;

2 GND

3 TX1 TX1% & \}n?; 1@ o~ FANE 2 it e 2 @i e (7 £
HBEELTX) 0 & of Rtes* 3.3V TTLE = - (Meter —>
FAN)

4 RX1 RXI A FANi 2 e @ » § 23 T2 Bewri=(7 4
A TER) T F R 3. 3V TTL# = - (FAN —>
Meter)

5 /Power Failure | &3 £ & [/0 #riz @ § 4 2 A ®E 0B F pr2 Tpia 4
2ECE S FEL A eEFANS A - v F L?i i gz
o B REF 100ms 1 o R F R 3.3V TIL
® > o (Meter -> FAN; FAN pull high)
TTL High: Normal
TTL Low: Power Failure

6 /IFMR FAN#- e i e iR @ % R4k * 3.3V TTL# i+ o (FAN

(FAN #2275 & | —> Meter ; Meter pull high)
8 pl) TTL High: without FAN module

TTL Low: with FAN module

7 /Module Reset | i@ fice & % RESET : & % ¥ £:i8 pin F Preset FAN
Z HANiE 2 H = o f F Stadr* 3.3V TTL# = - (Meter -
> FAN&GHAN ; FANGHAN pull high) f§% 5L aiF2sm2
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F o

Eéi: FAN module passes the signal for HAN.)
TTL High: Normal
TTL Low: Reset

8 /HMR HAN#C 2205 i ip] @ 2 F Rtedx® 3.3V TTL# = - (HAN
(HAN #£ % 75 -> Meter ; Meter pull high)
£33} (3x: FAN module passes the signal for HAN.)
TTL High: without HAN module
TTL Low: with HAN module
9 +5V T4 E25V1.5A7 Rz +5VE huri 5 5V (2 R &%
10 15V B 4= [F15% 5 4. 75V~5. 25V)
H 2 52 3 X
H B E @ X
—I_I . [— —

(8) ® # A8 b * g A 5 (Pin-11)




’T-J[ [E-

m]

m]

a

o

a
46.50

| 590

6.40
8.80
2.10

T I
] 2e

(b) FAN #i-ie + 5 % 358 2 2 (Pin-11)
Bl 1-13 Pin-1l i 42/ & 2_ 3B E%r A & (2x5:10Pins ; 2= gg2 %4 = < ¥ =2 mm)

2. FAN i 2t -/ ¢ HAN i 2t #2222 FF (Pin-IV)

FAN if 20 #2527 HAN 3 20 HEe 2 30 20 4 6 (Pin-IV) 45 v %ri=2 # i 4ol 1-14 % £
1-4 #7577 » 4% * F fE(pitch)2.54mm ~ %ri= 2x4 ~ 8Pins 2_ A1 %8 if #& & » % FAN i 31
B bR FREE ALK (2 EF) 1 0.100" (2.54 mm) 2x4-Pin ;@ HAN i Ui F 3 * 48
2 B RR (2 FF) 0 4REF R <1 5% B 1-15 #7oT o

o
2R BABH i
- -
HAN#E 48 |x | 2: %G
FAN ,’ W I

- ”’*”I“” 000¢

FAN*%QH L . : : — e~
1 Il :

Pin-| ’_i_lf"'“ P'.m_ \\ ',\‘\FAN(%) >, teg

| | |_| gn B2

%%E L ] L'E ;Eg @ v
Pin-l  Pin-Il Pin-lll 2

Pin-IV. -~

FAN =2 Pin-IV
3 (5 IR T LW
B 1-14 P2(Pin-IV)%ri= 2 J& v 71 & #P
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% 1-4  P2(Pin-IV) %= iz 3. (Pin-1V)
Pin #
(ress) | " -
1 +5V T A 25V~ 0.TAT A2 ABVE i 5 bV (T R F
5% 3 4. 75V~5. 25V)
2 +5V
Maped ¥ (RESED g 3 v 5B % =(Pin) FFE g
/Module Reset | GetPANZ HANGE 3t fie « % § AL 4a3 » 3.3V TILE = -
(Meter -> FAN&HAN ; FAN&HAN pull high) f§4% & 5L adF2s
3 2+ oo (3x: FAN module passes the signal for HAN.)
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1 L2 i m AR (L2~-B4p [ N4p]) ) for PLC i 3
2 L2 Linw kA (L2~BAp [ N4p] ) for PLC i 3t
3 NA(% #) R (T H%)

4 NA(Z ) TRAE(FHE)

S NA(% #) T HEur i (V H0E)

6 NA(Z #) T HEur i (V H k)

7 L1 T kA (L1~ A4p) for PLC i 3

8 L1 2R R (L1~ A p) for PLC i 3
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Meter Gateway
(DLMS Client)
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DLMS Client

AMIEBH 24

FANZEFEETT

Do NOT specify.
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Gateway

function

FTERET

(DLMS Server)

(DA=0x01; DLMS APDU
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oI

A9

(FAF1H)

HDLC Header
(DA=0x01; SA=0x13)

UART

DLMS APDU r_‘
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SA=0x01)
SA=0x61})

DLMS APDU

UART

L)

)

HANZEFRE T
(BRI

HDLC Header
(DA=0x01; SA=0x13)

DLMS APDU

HAN Transport Protocol

]
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(4r: Meter Gateway)
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(DA=0x01; SA=0x13)
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DLMS APDU r_‘

Security
Gateway

function

8 H A F(H A Route B) F 7 LB - HAN i
Meter Gateway £ FAN if 2t ¥ ~ (#ie)=73 4 (HDLC 2 DLMS APDU) -
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]
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BIGEE P HES g prfoth B pr F i dF - RGELF 7 A 30+-204)) 0 & =0 8RR 40 B e B RpF -
o R REF R 2 R 5% 2" Internet 3 2. NTP & PR E : tock.stdtime.gov.tw -
time.stdtime.gov.tw % # o



i =
2. AMI i3 & 8328 PL A & 5P

Pl /A® 5 FAN 22 3 & ik B ol 2 /764 g UART e Nl 7 2 R
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B #p 7 /& (Phase B voltage)
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Register readout PR KL 2

Security PHRES L ECeRH AT 0 R R EE R ARK T
& 3% 17)

TOU ? H A

Message transportation ? HogR st R 2

B T AR EHEA 2 Load profile
T AWEER-¢ A 4 Load profile for center (OBIS: 1.0.99.1.0.255)chF 44> iz & £ p & & 15
A 4(* 00/15/30/45 4 O ) s A 4 2 15 A2 RERFH » A4 F 22 § -

11




i =

Load profile of record number for center
Current date and time

Load profile status

LA NLN

& e o]

R

HES 7 p (73 B0 & T8 18 = 3 5 w4 MDM He % - 2 ¢
i T2 & 3 E load profile for center =0 Current date and time -

' HES % & v @ {4 24 MDM 15
LRAFIL PR LR ETHF

JPEEZ AT R A B E S 5 573 £ 100 % (9600 £ ) load profile T AZE 15 € HR BB
25 RFAWHREAFIKRTE
TA2WHREIRFIHT A > T ERRBFENARTEL ATE 7 % TEHBRBAIKRT
i 220 AHEEAIRET
OBIS Code %P RKTE
EBHEEER B oo R
1.0.0.0.1.255 Customer id (& %-.1D1) WA R ET AKX
Tt H
+ BHAREF F oo RF
1.0.0.0.2.255 #. 85 (MeterID) WALP EHRET LK
Tt H
1.0.0.4.2.255 CT 1
1.0.0.4.3.255 PT 1
0.0.96.1.0.255 SRS MS-100

12



i =
3. AMI i 3 5 5832 P6 A & P

MDM7E ¢ 2% RREIHES
XML XML
SOAP SOAP
HTTP HTTP

TCP/IP TCP/IP
Internet

® 3-1AMI i 3 % 3L3# P6 Protocol stack

AMI i 30 % 338 P6 e 2 HES & s i 2 g > 4B 3-1 %77 > iz 75 IEC 61968-9 ~ FOERH
SOAP = ;\ i : @,ﬁh}‘% T XML 38 s Tl e A o j\1§ %’Jlfi_‘/PJpé%%“ 7 4c i SOAP i®
£} l?;ﬂi* k > &% HES w & MDM 33 'Uu\:}ﬁ LT H 'Q%J # MDM ¥t>> HES % 7.2 fp M 2 & »
R Fé w & & - P - 2 SOAP URL # - WSDL 3 i 33 > I‘“;fr;é VoL gl RBGE (T AR M AR
Exaky o RPF2HES R Z 4 IFSOAPCIlentﬂ%\ TLT XML p % 175 i&ﬁiﬂ%#ﬁ T 2
method T+ > j\«k.‘i‘ﬂbélﬁ/ﬁ FE - XML A58 £ B4 5 8192Kbyte -

3.1.4p M % 51 i

B 7 # MeterUniquelD

AR T AN T A vE - AU (35 R 5L 275 +8 #5 4 5L)MeterUniquelD i {735 )
#3385 & XML 2z <Names> Element 3 8 = ;44T qsc w77 > <Names>p 2 5 2 % Element »
<name>3# » v - 25|75 > <NameType>*¥ sri<name>3 » H 2 F ¢ ” MeterUniquelD” » #73 T % 3%
R LIS TSNS Bk

<Meter>
<mRID>01f8b2e5-a677-4f2c-a6¢c0-1e79b409c55e</mRID>
<Names>
<name>MS12345678</name>
<NameType>
<name>MeterUniquelD</name>
</NameType>
</Names>
</Meter>

B XML Element % 7 ;#
A3 & ¢ 280> XML Schema(])# i IEC 61968- 1538 » AP 45 1 6 4 5| NP FH B 2
XML Element » 28> % 4% * 2z Element -2 i5 7 4%

13




i =

3.2.Scheduled % % *zs £ B
3.2.1. AR

Scheduled 3 # 3 HES ¥ # {3 B~ 7 4 H B P #73k - 2 Load profile for center 4~ i » ix
AERR L enin L ) HES T WSS R P RS U 0 HES § ) 7 R RAAIT 2
T E MR PARPEE S ARRITFPHFLFTRR- IR > v HRALP FFEK/S 5 F3E/
PHTLZZFTH - Ry o JIEA R pEdwer T 45 D HES 7 rog & iF ™ &
AR B LT RAPr T AAPM T3 40 M F Ao 32~m W2

B X HES
MRFERF A AR R T HES K % RIpRRE P R T HES 2 2k P32 + 1B
&y,jﬁ»%ﬂﬁéiﬁﬁ’ég?%%@%?ﬂ’iﬁﬁﬂﬁﬁHB%@%&ﬁi
BEFFEPH AT w BEE MDM R B o

B HES :# ! created(MeterReadings)
HES i 2L & [ v 4F MDM shq S B P 0 2 @ Ap Ml B4 K2 557 2 5 2 X
- XML ¢ - 4 - i XML ¢ *T:{Ay\,k @@J RE_L2Feo

MD MAEHE 2§ HES BREEER
[ F BN R TEHES
M F e A TR
> BB
EXRANERHEN BEs

A

A

created(MeterReadings)

W 3-2 Scheduled 3 % in#42
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3.2.2. XML {§ 3.5
pL sV * EventMessageType i 3t » Z & ¢ 2 Header 2 Payload ~ % -

(CT| EventMessageType

"E | Header : HeaderType
i "E | Payload : PayloadType

® 3-3 created(MeterReadings).EventMessageType 3 & 2 3¢

% 3-1 created(MeterReadings).EventMessage Type.Header & ;% 3.p

/_J__

B T IY e
Verb created F B RN
Noun MeterReadings 3 B 5N
Revision 1 s #kF 1
Context PRODUCTION Z B H7_5 PRODUCTION
Timestamp 2017-04-24T21:24:11.440+08:00 | gtz 4 #& # “pF ¥ > 1SO 8601 # 3¢
Source HES-XXX F 8 HEL: HES- XXX 5 fp &4
MessagelD x5 RFC 4122 2 2 - UUID
% 3-2 get(MeterReadSchedule).RequestMessage Type.Payload % 3% 3L
"EXx 1IN Hp
any ##other MeterReadings# # »~ Element

[CT| MeterReadings

E EndDeviceEventType : EndDeviceEventType
[ E | MeterReading : MeterReading

0= ll ReadingQualityType : ReadingQualityType
0= l] ReadingType : ReadingType

B 3-4 created(MeterReadings).EventMessageType.Payload.MeterReadings #t 4 # 5%

% 3-3 created(MeterReadings).EventMessage Type.Payload.MeterReadings & ;% #.p?

s BEBPF Ellis
. 2% % enF 2 Elements % % Element # 14 34
MeterReading+ f j - E i g ¥ '
2w e HR ’f

15




(=

(CT) MeterReading
01 [£] isCoincidentTrigger : boolean

0.+ [E]] EndDeviceEvents : EndDevice Event
(CT) IntervalBlock
(CT) IntervalReading
0.1: [E] reportedDateTime : dateTime
5.1/ [E] source : string

3. [E] IntervalReadings : IntervalReading o4 = Time

0.1
4.+ [E] IntervalBlocks : IntervalBlock o [ vaoe +steng

o.= [E] ReadingQualities : ReadingQuality
0

1/ [E] timePeriod : DateTimeInterval

0.1, [E]] PendingCalculation : PendingCalculation
[£] ReadingType : <None> (A ref = string
(CT) Meter
4.1 [E] mRID : string

(CT) Name
[E] name : string

0.1! [E] NameType : NameType

[E] Meter : Met =
gy (Bl Meter : Meter o ;.- [E] Names : Name

0.1 [E] status : Status

0. [£] Readings : Reading
Y [£] usagePoint : UsagePoint

0.1, LE] valuesInterval : DateTimelnterval

B 3-5 created(MeterReadings).EventMessageType.Payload.MeterReadings.MeterReading 3 4 & 3%

% 3-4 created(MeterReadings).EventMessage Type.Payload.MeterReadings.MeterReading #. 5% #.p®

"R 58P % "

Meter+ # B meterUniqueld 3 3t
Bt 3 A A F o g Element ¥
IntervalBlocks+ BB 58T
)  IntervalBlocks # 7w i73f £ B ag ) o
-R v ¥
eadingType S
- IntervalReadings+ SREF DT T R G TH A
?%2@
FEFERERREEREERST &1
—value I Strlng F A L 1o : S N A N 2=
FPoim s 12345%107M4 > Pl At 5 -
1.2345
. WF B R R 2 R 4 load profile #r3e
--timeStam 2018-02-14T17:00:00.000+08:00 | © f
P FUE R 5O > 1SO 8601 3¢

B ReadingType
ReadingType % P6 % & % 77 % % Fleh- 54> 3% » At w4 * Load profile for center p e
8 F MR PR 87 Mm%k ] pF o ReadingType 3
D SN :4 | pEF 0.0.2.9.1.2.12.0.0.0.0.0.0.0.0.3.72 0
< BR a5 o)pF 1 0.0.29.1.2.164.0.0.0.0.0.0.0.0.3.73.0

3.2.3. XML # o]

Bt 4§~ ] & created(MeterReadings)3t & #25% » B3k & T % MS012345678 12 2 MS22345678 # *# *
16



2017/02/14 17:00 2 17:15 ¢ & FoL

Ft it

<EventMessage xmlIns="http://iec.ch/TC57/2011/schema/message">
<Header>
<Verb>created</Verb>
<Noun>MeterReadings</Noun>
<Revision>1</Revision>
<Context>PRODUCTION</Context>
<Timestamp>2017-05-01T16:49:06.434+08:00</Timestamp>
<Source>HES- test company</Source>
<MessagelD>h9581fd0-8cle-47bd-873d-17c15b4cfc56</Messagel D>
</Header>
<Payload>
<MeterReadings xmIns="http://iec.ch/TC57/2011/MeterReadings#">
<MeterReading>
<IntervalBlocks>
<IntervalReadings>
<timeStamp>2017-02-14T17:00:00.000+08:00</timeStamp>
<value>3.5</value>
</IntervalReadings>
<IntervalReadings>
<timeStamp>2017-02-14T17:15:00.000+08:00</timeStamp>
<value>8.6</value>
</IntervalReadings>
<ReadingType ref="0.0.2.9.1.2.12.0.0.0.0.0.0.0.0.3.72.0"/>
</IntervalBlocks>
<IntervalBlocks>
<IntervalReadings>
<timeStamp>2017-02-14T17:00:00.000+08:00</timeStamp>
<value>9.1</value>
</IntervalReadings>
<IntervalReadings>
<timeStamp>2017-02-14T17:15:00.000+08:00</timeStamp>
<value>4.5</value>
</IntervalReadings>
<ReadingType ref="0.0.2.9.1.2.164.0.0.0.0.0.0.0.0.3.73.0"/>
</IntervalBlocks>
<Meter>
<mRID>99f8b2e5-a677-4f2c-a6¢c0-1e79b409c55e</mRID>
<Names>
<name>MS012345678</name>
<NameType>
<name>MeterUniquelD</name>
</NameType>
</Names>
</Meter>
</MeterReading>
<MeterReading>
<IntervalBlocks>
<IntervalReadings>
<timeStamp>2017-02-14T17:00:00.000+08:00</timeStamp>
<value>3.5</value>
</IntervalReadings>
<IntervalReadings>
<timeStamp>2017-02-14T17:15:00.000+08:00</timeStamp>
<value>8.6</value>
</IntervalReadings>
<ReadingType ref="0.0.2.9.1.2.12.0.0.0.0.0.0.0.0.3.72.0"/>
</IntervalBlocks>
<IntervalBlocks>
<IntervalReadings>
<timeStamp>2017-02-14T17:00:00.000+08:00</timeStamp>

17
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<value>5.4</value>

</IntervalReadings>

<IntervalReadings>
<timeStamp>2017-02-14T17:15:00.000+08:00</timeStamp>
<value>5.6</value>

</IntervalReadings>

<ReadingType ref="0.0.2.9.1.2.164.0.0.0.0.0.0.0.0.3.73.0"/>

</IntervalBlocks>

<Meter>
<mRID>99f8h2e5-a677-4f2c-a6¢c0-1e79b409c55e</mRID>
<Names>
<name>MS22345678</name>
<NameType>
<name>MeterUniquelD</name>
</NameType>
</Names>
</Meter>
</MeterReading>
</MeterReadings>
</Payload>
</EventMessage>

(1)

3.3.Event 3 4 w 3F
3.3.1. AR Rp

HES fizc3| T % e Event(F )3 L (538 = T waRiday k4> GpREP R AR EE 7
TH A 2 Eventit & > HES ffc 3] Event (8 & = T wdf » jifzdcfll 3-6 0 45 £ 3P 4o

n L B B A 4 Event

T
T2 EEC1 A 4 Event # # * EventNotification w 3% Client =4 » st p¥ HES § & *
Ll 3t L v @ MDM R E o

A

B HES :# ) created(EndDeviceEvents)
HES #Jz Event 5 & 12t 45 4 31X % 4 <9 MeterUniquelD ~ Event shpf F (11 § 4 PRV A 2
PR 5 %)~ EventCode ehF 3 o

18



MDME#E 28 HES

BEF8
BEFE

it i =

BRERS

Bt

X EHES
MAER

EHEh

A

created(EndDeviceEvents)

SHEE

W 3-6 Event 2 4, inf2

3.3.2. XML $ 8 3%

pLFE sV ER * EventMessageType #i s 1% » p 7 Header 2 Payload ~ %
@ EventMessageType
Fi] Header : HeaderType
&
Sy "E | Payload : PayloadType
W 3-7 created(EndDeviceEvents).EventMessageType 3 4, & 5%
% 3-5 created(EndDeviceEvents).EventMessage Type.Header # 3% #p
Wizt H BRrF e
Verb created FE RN
Noun EndDeviceEvents FE RN
Revision 1 HE s #F 1
Context PRODUCTION F ¢ H %+ PRODUCTION
Timestamp 2018-04-24T21:24:11.440+08:00 | ¢+ 3t & & 4 crpF fF > 1SO 8601 #2 3¢
F 8 BT s HES-» XXX 2 B p EZ 7
Source HES-XXXX ;: AT HES WP AR
MessagelD =y RFC 4122 2 2 - UUID
# 3-6 created(EndDeviceEvents).EventMessageType.Payload % 3% #.p#
Wi H FBPr % N
any ##other EndDeviceEvents# ¥ £z » EndDeviceEvents element

(CT) EndDeviceEvents

s ["E | EndDeviceEvent : EndDeviceEvent

&

0= ["E | EndDeviceEventType : EndDeviceEventType

# 3-8 created(EndDeviceEvents).EventMessageType.Payload.EndDeviceEvents . 4, $ 3%

19
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% 3-7 created(EndDeviceEvents).EventMessage Type.Payload.EndDeviceEvents # 3% #.p

W e s

BRMF

w

EndDeviceEvent+

»

~

Event 7 3t Element» ¥ 3# 8

\\

# 3-8 created(EndDeviceEvents).EventMessageType.Payload.EndDeviceEvents.EndDeviceEvent & ;% #.p

o

BRM%

w

createdDateTime

2018-04-24T21:24:11.440+08:00

st Event &7 £ 4 & 2 HpF 5 ISO 8601

Y
&5

Assets+ 2 % meterUniqueld 7 3t
# 8 EventTypeCode » 4% B #7%% 1! P1
EndDeviceEventType 2_ EventCode # z_5 0x02 > @ P6 2

EventTypeCode #+ /& = : 3.2.0.303

20




3.3.3. XML 5]

Ft it

B = BIP created(EndDeviceEvents)it & #5¢ » # 7 HES w4f ¢ 4 MS88888888 * MS99999999

>+ 2018/04/28 13:24:56 = 11 1 3.2.22.150 ~» 3£ &_Low Battery 7 Event

<EventMessage xmlns="http://iec.ch/TC57/2011/schema/message">
<Header>
<Verb>created</Verb>
<Noun>EndDeviceEvents</Noun>
<Revision>1</Revision>
<Context>PRODUCTION</Context>
<Timestamp>2018-05-01T16:32:37.755+08:00</Timestamp>
<Source>HES- test company </Source>
<MessagelD>931e7d3e-1404-42fb-b171-84577d145c6e</Messagel D>
</Header>
<Payload>
<EndDeviceEvents xmlIns="http://iec.ch/TC57/2011/EndDeviceEvents#">
<EndDeviceEvent>
<createdDateTime>2018-04-28T13:24:56.000+08:00</createdDate Time>
<Assets>
<mRID>99f8b2e5-a677-4f2c-a6¢c0-1e79b409c55e</mRID>
<Names>
<name>T188888888</name>
<NameType>
<name>MeterUniquelD</name>
</NameType>
</Names>
</Assets>
<EndDeviceEventType ref="3.2.22.150"/>
</EndDeviceEvent>
<EndDeviceEvent>
<createdDateTime>2018-04-28T13:24:56.000+08:00</createdDate Time>
<Assets>
<mRID>99f8b2e5-a677-4f2c-a6¢c0-1e79b409c55e</mRID>
<Names>
<name>MS99999999</name>
<NameType>
<name>MeterUniquelD</name>
</NameType>
</Names>
</Assets>
<EndDeviceEventType ref="3.2.22.150"/>
</EndDeviceEvent>
</EndDeviceEvents>
</Payload>
</EventMessage>
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Security
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153 R 4R

151 %3 @ ek

7P T3

ACSE APDU An APDU used by the Association Control Service Element (ACSE)

a cooperative relationship between two application entities, formed by their
Application association | exchange of application protocol control information through their use of
presentation services

set of application service elements, related options and any other information
Application context necessary for the interworking of application entities in an application
association

the system-independent application activities that are made available as
application services to the application agent, e.g., a set of application service
elements that together perform all or part of the communication aspects of an
application process

Application entity

Client an application process running in the data collection system [DLMS UA 1002

3.1.27]
relationship between two computer programs in which one program, the
Client/Server client, makes a service request from another program, the server, which fulfils
the request
COSEM Companion Specification for Energy Metering ; refers to the COSEM object
model
COSEM APDU Comprises ACSE APDUs and xXDLMS APDUs
COSEM data COSEM object attribute values, method invocation and return parameters
COSEM Interface An entity with specific set of attributes and methods modelling a certain
Class function on its own or in relation with other interface classes
COSEM object An instance of a COSEM Interface Class [DLMS UA 1002 3.1.35]
Refers to the application layer providing xDLMS services to access COSEM
DLMS/COSEM attributes. Also refers to the DLMS/COSEM Application layer and the

COSEM data model together.

an abstract entity within a physical device, representing a subset of the

Logical device functionality modelled with COSEM objects [DLMS UA 1002 3.1.66]

a physical metering equipment, the highest level element used in the COSEM

Physical device interface model of metering equipment [DLMS UA 1002 3.1.88]

a style of communication where the request for a given transaction is initiated

Pull operation by the client

an application process running in the metering equipment [DLMS UA 1002

Server 3.1.119]
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15.2. fﬁ%

58 Lk

AA Application Association

AARE Application Associate Response— an APDU of the ACSE

AARE A-Associate Response —an APDU of the ACSE

AARQ Application Associate Request — an APDU of the ACSE

AARQ A-Associate Request —an APDU of the ACSE

ACSE Association Control Service Element

AK Authentication Key

AL Application Layer

AMI Advanced Metering Infrastructure

APDU Application Protocol Data Unit

COSEM COmpanion Specification for Energy Metering

DISC Disconnect (a HDLC frame type)

DK Dedicated Key

DL Data Link

DLL Data Link Layer

DLMS Device Language Message specification

DM Disconnected Mode (a HDLC frame type)

FAN Field Area Network

FCS Frame Check Sequence

FRMR Frame Reject (a HDLC frame type)

GCM Galois/Counter Mode (GCM), an algorithm for authenticated encryption with
associated data

GUK Global Unicast Key

HAN Home Area Network

HCS Header Check Sequence

HDLC High Data Link Control

HEMS Home Energy Management System

HLS High Level Security

IHD In-Home Display

KEK Key Encryption Key

LD Logical Device

LLC Logical Link Control (Sublayer)

LLS Low level security

LN Long Name Reference

LSAP LLC sublayer Service Access Point

MDMS Meter Data Management System

MK Master Key

NDM Normal Disconnected Mode

NRM Normal Response Mode

PS Primary Station

RLRE A-Release Response —an APDU of the ACSE

RLRQ A-Release Request —an APDU of the ACSE

SC Security control

SNRM Set Normal Response Mode (a HDLC frame type)

UA Unnumbered Acknowledge (a HDLC frame type)

10
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Ul

Unnumbered Information (a HDLC frame type)
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3. Physical Layer

3.1.HAN i A #-2 ©FAN i 2 # (Pin-1V)

HAN 22 FAN 2 i 23050 4 P2 35 0 (Pin-IV) © 4o @) 3-10 @ Pin-IV #ri=v %%

;IJ o

>
B A BIEK ™
=99
HANA# 48 | 5z g =
FAN AN i) t 1t
70000
FANAZ 28 | : T T I
1 Il . FANCE) ?aoo
pin-l  pipl pindAW PN L
o R —i 3 32
%%—F—J’i L 1 + ég @ o
. . . g o
Pin-I Pin-I| Pin-1lI =
Pin-1V
B 3-1P2 (Pin IV)%ri= 2 3 v 77 &P
% 3-1FAN 22 HAN 2 4 & %riz 3./ (Pin-1V)
Pin #
(% iz Briz 7 Ry B
SnHL)
1 +5V ® 22 5V~ 0.75A & 2 +5V & R%riz SV (R R
2 +5V ﬁvgbwﬁi] 5% ; 4.75V~5.25V)
3 /Module WA e E B RESET @ & & v 5B pin F PFreset FAN
Reset 2 HAN: 28 & o 3§ a4k * 3.3V TTLE = - (Meter
-> FAN&HAN : FAN&HAN pull high)
(32 FAN module passes the signal for HAN.)
TTL High: Normal
TTL Low: Reset
A /HMR HAN# 2 5 2P0 % F R4 * 3.3V TTLE i+ (HAN
(HAN fe | = Meter ; Meter pull high)
B A i) (32 FAN module passes the signal for HAN.)
TTL High: without HAN module
TTL Low: with HAN module
5 RX2 RX2 5 FAN i e @ » HAN i@ e 2 Fefa e
(HAN #fezg2k 2 5 RX): & 4 &+ 33V TTL #
iz o (FAN -> HAN)
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xﬁ» I

TX2 TX2 5 HAN i 2 fie @ » FAN i 2 Hie 2 @3 %r
(HAN =32 %5 TX): &4 447 3.3V TTL &= o
(HAN -> FAN)

GND T A2 5V~ 0.75A 2 § k2 3 %= (GND) ;

GND

P2 UART: 19200bps, 8N1

Connector: pitch2.54mm/%r i+ 2x4 ~ 8Pins - HAN i 3 i & 7 Male ;
FAN i 2t $if & 5 Female

[
U

W 3-2:0 a2 s ¢ 2 W 2X4 5 6l)
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3.2.HAN ii

=

et = (Pin-111, option)

= HAN i 2% § 4 & (3 4)d 2 Foepd > HAN i€ 2n -2 7 5 4c Pin-111 connector » 1% i& Pin-111 2
g ¥ ¥ ¥

AC TRl d > 7 4 M9 F 2 coupler 2 AC R & % :fMpL35F 7 (T HAN L aficie p o 5
HAN i@ 3t * 22 F 4 S(F9 50 )30 A P > HAN 3 30 vk 322 2% PCB 2% b R4 2 15 7 i
B % 482 Pin-lll connector > ¢ ¥4 83k » 2 PF i 2 2% & - HAN & 2 ficle e BB 3L 44 2
¥ 5

B 3-7& % 3-8

@i Pin-lll 4e® 3-4 #7052 £ 4 PR T H5 » 2 T4 M2 FMRARL) 7 57 4 32
PP T g R EE pitch2.54mm/%r iz 2x4 ~ 8Pins 2. A A8l R o H ¢ Pin-lll v 2 %ri= 1~ 2 %rE
BRI L2 2 2Rl % 78 %rEi 2 L1 2 23 ks wmMEP 7 24 & 8P - Pin
#ERTAEHAN L2 4 SRR %{f@ﬁi%]i% F oo AR A AR bR FREE LR (2 £E) ¢ 0.100" (2.54
mm) Female Header: 2x4-Pin -

R BAER
HAN# 4 I = ] HANC) L2 L1
FAN = I « ee o
HAN

FAVB G | = ———|| ___ | z2m® e
| ] | ] Nl .
Pin-\ Din-Il pPin- Pin 1lI

B R [ L-
Pin-I Pin-II Pin-Ill

B 3-4Pin-lll %riz% d v 7 & HP

432 42 HAN 2§ 4 St 2 5y @ (Pin-111)

Pin # s fs
(e ) Kl el B

1 L2 2 5§ ks (L2) for PLC i 2t

2 L2 2 5§ ks (L2) for PLC i 2t

3 NA(7 ) F R E(HE)

4 NA(Z ) e )

5 NA(% ) TR (%)

6 NA(Z ) Z R (%)

7 L1 2o ks (L1) for PLC i 2

8 L1 2o ks (L1) for PLC i 2

® Connector: pitch2.54mm/#%r iz 2x4 ~ 8Pins = HAN i 2 /e 3

Male ; # %8 5 Female - #5482 4 %3 B 3-2 22§ 3-3-
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3.3.HAN i 3 #84 ©

8.010.1

~31.0+0.17""33.01£0.17
9.010.1

4=

xﬁ I

20.010.1

e AREM e & FANSHAN Z 35 2 Connector (Pin-1V)

® 3-5Pin-1Il £ Pin-1V Connector i+ % [

4 SR A AR A R &
B R ARER T AR R

| 33

T \
/

ﬁ oy
(<Y

|

150

HAN O

Y

2.8%0.2

g ]° £

B 3-6 HAN i 3t i 845 2 )
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NS
oo

10.6°

i@ 3L 3R o
Pin-I zfg%ﬂg
Pin-II
Pin-I11

Bl 3-7 HAN i 3 it &2 4 8842 & RIAR BI(Pin-111)

~(.0x
'I
PICE i
. -
Pin-1ll -
O
Iy

B 3-8 HAN i 3 e 2 Pin-11l #h 3@ 3t 2 +
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3.410.2

i .
i L

HAN F AN FANgia &
HAN# 4 XN / i 4148 A
BR[|

Pin-1V
== (8 5)
Pin-1V NG

= 1
) — =z
, ; QN
/ " +1
i Q
\
E 7 & il Rk 5
L | LU [ ] €

FANgZHAN @ & 3 3

Bl 3-9 FAN 2 HAN i suficie 2 3% & RIARBT L B (% - & = mm)
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